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e Validate the effectiveness of the controls through testing.

Key Activities

e Develop Test Plan
e Execute Test Plan
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PROCEDURES
% The Evaluating phase has been completed.

The steps for testing all the Process and Entity Controls are identical.

A. Determine the Scope of Testing

1. Open the AART Toolkit and navigate to the Test worksheets: PCS-Test
and ECS-Test.

Figure 1*
AART: PCS Test E 30
Site LLML
Attester Desn Childs
Implementer
Date Updated
Te~r | Typn~t #ol #e=t 5
Proceszes ¥ SubProcesses ¥ Controls |l AT T Test Description | Unive ™ | 5ar | Te
Acquizition Create Fequisition Automatic work low approwal Lo
Acquisition Approve Fequisition Automatic work low approwal 1
Acquisition Internal Sourcing Internal zourcing is approwed by 1
SUperVizor in sourcing and manager
of department requsting goods
andior serdices.
4 » My Site AART / Rolup AART / ECS-Assess / ECS-Test / PCS-Assess 3 PCS-Test / Assessment

% The ECS-Test and PCS-Test worksheets were automatically populated by the associated
ECS-Assess or PCS-Assess worksheets during the Evaluation Phase based on the table
below.
ECS-Test PCS-Test
= Area =  Processes
=  Sub- Category =  Sub-Processes
=  Controls = Controls
= Test Priority = Test Priority

! Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS
and ECS-Assess Worksheets
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%} Note
@ Tip
Due to limitations in MS Excel, the automatically populated data may not be totally
@ visible until a cell in the row is accessed.
2. Review the Controls that require testing to determine the scope of
testing. In order to accurately assess the scope of testing, review
each relevant worksheet.
% In the Test worksheet, Controls are identified by a red, yellow or green Test Priority. All
Controls that require remediation prior to testing are identified by the “REM” status in
the Test Priority column.
Figure 2
AART: PCS Test Em i
Site LLRL
Attester Dean Childs
Implementer
Date Updated
Test ypr =t #
Processes ¥ Sub Processes T Controls Sl | G Test Description ¥ | Uniue
Acquisition Create Requisition Butomatic worklow approwval [
Boquisition Bpprove Fequisition Butomatic workHow approwal ]
Acquisition Internal Sourcing Internal sourcing is approved by 1
supemisarin sourcing and manage
of department requsting goods
andiar services.
v M\ Site AMRT / Rolup AART / ECS-Assess X EQ5-Test / PCS-Assess ) PCS-Test /

% The Test Priority is calculated based on the following criteria:

= Risk Assessment
=  Automation
=  Frequency

For example, a High Risk sub-process that is manual and only occurs annually will be rated
with a Very High (VH) Test Priority.
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B. Develop Testing Plan
% The proposed Test Priority should only be used as a guide when developing the test plan
as other factors may affect the prioritization.
1. Based on a risk based testing approach (see CFO Council
Implementation Guide for details), prioritize the testing of Controls.
The Test Priority ratings can provide guidance of how to prioritize
testing of controls based on the amount of Risk of each sub-
process/sub-category.
% See section A.2 for details of how the test priority is determined.
2. ldentify the testing cycle for each Control.
3. Determine if any testing has recently been performed that may satisfy
the A-123 requirements for selected controls. If acceptable testing
has been performed within 12 months of the assurance date (and no
significant system, process or control changes have taken place) for
specific controls, you may use the preexisting test results to satisfy A-
123 test requirements and document that testing as described in the
following steps.
% Sites/Field Offices/LPSOs may utilize testing performed as part of internal or external
reviews and/or audits (e.g. FFMIA, FMFIA, SAS-70, IG/GAO audits). However, these
tests must satisfy the requirements as defined in the CFO Council Implementation
Guide.
Sites may not utilize financial statement audits as a basis in determining that controls
are operating effectively.
4. ldentify and record the most effective type of test for each Control.
There are four basic test types that can be used to test entity and process controls (see
@ the CFO Council Implementation Guide for additional information).
= Inquiry — asking people if certain controls are in place and functioning
= Inspection — looking at evidence of a given control procedure
= Observation — observing actual controls in operation
= Re-performing — re-performing a given control procedure.
From a standpoint of sufficiency of evidence, Inquiry provides the weakest evidence
while Re-performing provides the strongest evidence. In addition a single test may
cover more than one sub-process and control.
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Select the most suitable Type of Test based on the sub-category or
sub-process requiring testing.

For example, an approval process requiring signatures from authorized approvers may use
@ the Inspection type of test. This can be accomplished by reviewing a sample of approval
signatures to ensure that appropriate action was taken.

Figure 3

AART: PCS Test O 5
Site LLML
Attester Dean Childs
Implementer
Date Updated
il 5
Processes ™|  SubProcssses W Controls 2 = T Test Description ¥ | Uniu
Bequisition Create Requisiion Autamatic workflow approval | B Ins
process in place, Requisition .
sutomatically routed to nest level in
crganization. Prepopulated table of
authorized amounts is checked.
Acquisition Approve Reguisition | Automatic workflow approval = Ins
process in place. Requisition
automatically routed to next level in
organization. Several levels of
approvals are required, therefore the
likelihood of this occurance is low.
Bequisition Internal Sourcing Internal sourcing is approved by Ins
supervisor in sourcing and manager
of department requsting goods
andfor services.,
=
« » W]\ Site AART / Rolup AART f ECS-Assess / PRS-Testllf PCS-Assess ) PCS-Test
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5. Provide a brief Test Description based on the Type of Test selected.

The Test Description should be a high level summary of how the test
will be performed. This should be supported by detailed test plans.

Figure 4

AART: PCS Test [+ eemees RN
Site LLML
Attester Dean Childs
Implementer
Date Updated
Tert | Typrmc #os
Processes ¥ Sub Processes ¥ Contrals | ™| T Test Description Inive
Acquisition Create Requisition Auromatic workflow approval In: ‘W alidate table of amounts being checked
processin place. Fequisition with policies.

automatically routed to nest level in
organization. Prepopulated table of
authorized amounts is checked.

Acquisition Approve Requisition | &utomatic workFflow approval ™ s | Validate workflow setup and separation
process in place. Fequisition o duties

automatically routed to nest level in
organization. Several levels of
spprovals are required, therefore the
likelihood of thiz occurance is low.

supervisar in sourcing and manager
of department requsting goods
andior senvices.

Acquisition Internal Sourcing Internal saureing is approued by ™ In\ Yalidate source documents far approval /

4 v W[\ Site ARRT / Rolup AART / ECS-Assess / ECS-Test / MeS-Assess PO Test / 4

REQUIREMENTS

i Detailed testing procedures need to be documented as supporting documentation.
Requirements and additional information can be found in the CFO Council
Implementation Guide.
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6. Record the universe of items, transactions, etc. from which the testing
Figure 5
[AART: PCS Test mImm )
Site LLRL
Attester Dean Childs
Date Updated
Tesr | Typrt / #rt 3 Diate T~
Processes | SubProcesses W Controls | pi= T Test Description Fail. ™| Fsil. ™| 7| con ™
Baquisition Create Frequisition Automatic workilow approval Lo Ins  |Validate table of smounts being cheflifed
process in place. Requisition with policies.
automatically routed to ekt levelin
arganization. Prepopulated table of
authorized amounts iz checked.
Aequisition Lpprove Requisition | Automatic workiow spproual [ Ins | Validate workflow setup and cepfation | 3500
process in place. Fequisition of duties.
automatically routed o nest leel in
organization. Several levels of
approvals are required, therefore the
likelihood of this occurance is low.
Paquisition Internal Sourcing Internal sourcing is apprawed by [Z] Ins |Validate source documents far apiiouval | 3500
supervisal in sourcing and manager
of department requsting goods
andfor services.

W » WP Site AART / Rolup AMRT / FCS-Assess / ECS-Test / PCS-fssess 3 PCS-Test, Assessment Team /  Field Office - Site

Refer to Financial Audit Manual (FAM) for sampling guidance.

7. Determine the Sample Size and enter the value in the # of Sample
column.

Figure 6

A good resource for tools and applications to determine sample sizes and testing
procedures may be internal auditing groups.

[AART: PCS Test [ eoes RET
Site LLMNL
Attester Dean Chids
Date Updated
Tecr | Tuprs Hee % Date T
Processes ¥ Sub Processes ¥ Controls BT I O Test Description ¥ | Unive Sar ¥ | TY | Fain | Fain ™| 7T ¥| con ¥
Aoquisition Create Requisition “Automatic workflow approwal o Ins |¥aiidate table of amounts being checked| 3500 [ 100
process inplace. Requisition with policies.
automatically routed ta nest level in
arganization. Prepopulated table of
authorized amounts is ehecked.
Acquisition Appiove Requisiion | Automatic warkflow approval 7] Ins |Vsiidate workilow setup and separation | 50 100 2
pracess inplace. Requisition of duties.
automatically routed to nest level in
arganization. Several levels of
approvals are required, therefore the
likelibhood of this occurance is low.
aquisition by ™ Ins  [validate source documents for spproval| 3500 W 100
Superdisorin sourcing and manager
of department requsting goods
andior services,
kv wh site A2RT / Rolup ARRT ¢ ECS-Assess [ ECS-Test / PLS-Assess ' PCS-Test [ AssetWllent Tear Field Office - Site
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8. The percent of universe will automatically be calculated in the 26
Tested column.

Figure 7

[AART: PCS Test mmm 3
Site: LLML
Attester Dean Childs
Date Updated
Te~r | Typn -t Bot ] Date T+
Processes ¥ Sub Processes ™ Controls iYW Test Description ¥ | Unive ™ Fal. ™| T™| con ¥
Acquisition Create Requisition Autamatic workfow approval Lo Ins | Validate table of amounts being checked | 2500
process in place. Requisition with policies.
automatically routed to next level in
arganization. Prepopulated table af
authorized amounts is checked.
Aequisition Approve Requisition | Automatic warkflow appraoval ™M Ins | Validate workflow setup and separation | 2500
process in place. Requisition of duties.
automatically routed to next level in
arganization. Several levels of
appravals are required, therefore the
likelihood of this occurance is low.
Bequisition Internal Saurcing Internal zourcing is approved by ™M Ins | Validate source documents for approval| 2500 100 3
supervisor in sourcing and manager
of department requsting goods
andfor services.
. » wl Site ABRT / Rollp AART / FCS-Assess [ ECS-Test / PCS-Assess 3 PCS-Test / Assessmeeam /  Field Office - Site

C. Execute Testing Plan

1. Complete testing based on the detailed plans.

2. Enter the date on which the applicable test was completed in the Date
Test Completed column of the PCS and ECS Test worksheets.

Figure 8

AART: PCS Test o 3
Site LKL
Attester Deen Childs
Date Updated
Ter | Typeot #rt e Date T+ Criteria for Sample Used for Testing Supporting Documentation
Processes ¥ SubProcesses W Contiols | PEE T<EE Test D ti s Fail | Faill ™| T Con ¥ i Fesults ol
Roquistion Create Fequisition | Automatic workfiom approwal W5 [ Ins | Validate table of amounts being checked| 500 | 100 | 3% 02122005 ALE Server: DADME CompllancesT est
process inplace. Requisition with policies. Plan
automatically routed to nest level in
organization. Prapapulated tabls of
authorized amounts is checked.
Aoquisition Approve Requisition | Automatic workfow approwal M Ins | Validate workflow setup and separation | 3500 | 100 3
process inplace. Requisition of duties.
automatioally routed to next level in
organization. Seversllsusls of
s are required,
kellhood of this Geeurance £ low
Acquisition d b M Ins | Validste source documents for approval| 3900 o w
supervisor in sourcing and manager
L » ml Site AART / Rolup ABRT [ FCS-Assess [ ECS-Test J/ PCS-Assess % PGS-Test / Assessment Team Field Office - Site Acroryrms /.
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3. Once the tests are completed, record the number of failures in the #
of failures column.

Figure 9

IAART: PCS Test g
ISite L
|ttester Dean Childs
ate Updated
Ter | Tupn wee | wee ] | owec % Date ™= Criteri for Sample Ussd for Testing Supporting Documentation
Processes W Sub Frocesses W Controls hd T4 B4 Test Description ¥ | unive ¥ | sar ¥ [ Te: ™| Faile Fail. ¥ ¥| con ¥ & Fiesults S e filed) ¥
cquisition Creats Requisition | Butomatie workflow spproual TE | ins [aidars tabie of amounes beingchecked | 3500 | 00 | 3¢ [ 10 0% 02122108 AL Server. DADME CamplisnceiTest
process inplace. Fequisition with policies. Flan
sutomaticaly outed i net level in
otganization. Prepopulated table of
authorized amounts is checked.
Boquisition Ppprove Requisiion | Automatic workilow approval " Ins | Validate worklow setup and separation | 3500 | 100 n 2] 2
pracess inplace. Requisition of dufies.
autamatioally routed to neat level in
arganization. Several levels of
Is sre requited,
likelihood of this ooourance is low.
cquisition ntsmal Sourcing el scurcing is spprousdby W | Ins |Valdste sowcs documents for spproval| 3500 | 0 | 32 | 50 £
superisor in sourcing and manager
of department requsting goods
andior services.
lk » wml\ Site AART / Rolup ASRT [ ECS-Assess f ECS-Test / PCS-Assess \PCS’TEEI( Assessment Team (k\* Office - Site Acronyms /.

4. The percentage of failure will be automatically calculated in the %6
Failure column.

Figure 10

IAART: PCS Test g
ISite L
|ttester Dean Childs
ate Updated
Ter wee | wee ] | owec % Criteri for Sample Ussd for Testing Supporting Documentation
Processes W Sub Frocesses W Controls hd T4 B4 Test Description ¥ | unive ¥ | sar ¥ [ Te: ™| Faile Fail. ¥ > & Fiesults S [where. filed) ¥
cquisition Creats Requisition | Butomatie workflow spproual TE | ins [aidars tabie of amounes beingchecked | 3500 | 00 | 3¢ [ 10 0% 02122108 AL Server. DADME CamplisnceiTest
process inplace. Fequisition with policies. Flan
sutomaticaly outed i net level in
otganization. Prepopulated table of
authorized amounts is checked.
Boquisition Ppprove Requisiion | Automatic workilow approval " Ins | Validate worklow setup and separation | 3500 | 100 n 2| 2
pracess inplace. Requisition of dufies.
autamatioally routed to neat level in
arganization. Several levels of
Is sre requited,
likelihood of this ooourance is low.
cquisition ntsmal Sourcing el scurcing is spprousdby W | Ins |Valdste sowcs documents for spproval| 3500 | 0 | 32 | 50 £
superisor in sourcing and manager
of department requsting goods
andior services.
lk » w\ Site AART / Rolup ASRT [ ECS-Assess f ECS-Test / PCS-Assess ) PCS-Test / Assessment Team Office - Site Acronyms /.
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5. Record the location of the testing plans and supporting documentation
in the Supporting Documentation column.

Figure 11

IAART: PCS Test g
ISite LKL
|attester Dean Childs

ate Updated

Processes W Sub Frocesses W Controls > Test Description ¥ | unive ¥ | sar ¥ | Te: ¥ Fail ™| Faile ™| T¥| con ¥ & Fiesults filed)
Rcquistion Create Requisition | Automatic warkHaw approval Valldats table of amounts being checked| 3500 | 100 | 3z [ W0 0 02122005 BLE Server: DAOME Complizncet Test
process inplace. Requisition vith policies Flan

sutomaticslly routed to neat level in
organization. Prepopulated table of
authorized amounts is checked

Acquisition Approve Flequisition | Autamatic workflow approval Validate warkfiow setup and separation | 3500 | 100 | % 2 E]
pracess inplace. Fequisition of duties.
atamaticaly routed 1o neat level in

required,

v

kelihood of this ocourance is low.

acquisition Internal Sourcing Internal saurcing is approved by Bl | Ins | Valdate source documents for spproval| 3500 | 100 | 3z | 50 B3
superuisorin sourcing and manager
of depattment requsting goods
andior seruices

lk » wml\ Site AART / Rolup ASRT [ ECS-Assess f ECS-Test / PCS-Assess \PCS’TEEI( Assecement Team /  Field Office - Site Acronyms Vi

@ REQUIREMENTS

Testing plans, and all supporting work papers and test results should be readily available
upon request for independent review and validation.
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* D. Evaluate Test Results

1. Using professional judgment, determine whether the failure rate is
acceptable and whether to pass or fail the control effectiveness.
Record the results in the Test column of the PCS and ECS Test
worksheets.

Figure 12

IAART: PCS Test oo g
ISite L
|ttester Dean Childs
ate Updated
Teor | Typ e wee | wre ] ol e % Dallt- Criteria for Sample Uised for Testing Supporting Documentation
Processes W Sub Frocesses W Controls Y Y| Y Test Description ¥ | unive ¥ | Sar ¥ | Te: ¥ Fail. | Faile T Y| Cof & Fesults. S where filed) W
RoquisHion Create Fequation | Akomat worktiow approual TE [ ins [Vatdars tabis of smourts berg checked | 3500 | 100 | % | 10 Ty R 3 AL Server, DADMIE ComplancetTest
process inplace. Fequisition with policies. Flan
sutomatically outedto net level in
otganization. Prepopulated table of
authorized amounts is checked,
-
Boquisition Ppprove Requisiion | Automatic workilow approval " Ins | Validate workilow setup and separation | 3500 | 100 n 2 2: W [Pass
pracess in place. Requisition of dufies.
utamatically routed o nest leus! in
arganization. Several levels of
Is sre required,
likelihood of this coourance is low.
cquisition ntemal Sourcing el scurcing s spprousdby T | Ins |Valdste sowes documents for spproval| 3500 | 00 | 32 | S0 £
superisor in sourcing and manager
«of department requsting goods
andior services.
b » i Site 8ART f Rolup A8RT [ ECS-Assess f ECS-Test / PCS-Assess ),PCS-Test / Assessment Team 4 Field Of "~ Site Acronyms [/

2. Enter the rationale used to determine sample test criteria and results.
Figure 13

IAART: PCS Test = s
Site s
Iattester Dean Chids
ate Updated
Tecr | Tyt woe | #ee | o | owee % Date Tor Criteria bor Sample Used for Testing Supporting Documentation
Processes W |  SubProcesses W Controls o I I Test Description ¥ | Unive ¥ | Sar ¥ | Te: ¥ | Faih ™| Fail. ™| T¥| con ™ & Fiesults x where filed) ¥
A cquisition Create FRequisition Autamatic workklow approval Lo Ins | Validate table of amaounts being checked | 3500 100 i 10 10% | Pass | 02122006 ALE Server: DA0ME ComplizncesTest
process inplace. Requisitian with policies. Flan
auomaticalroued o neztlsuel
rganization. Prepopulated table of
authorized amounts s checked
Aoquisition Approve Fequistion | Automatic workflow approwal ] Ins | alidate workAow setup and separation | 3500 | 100 | 3% 2 7% |Pass |
prosess inpiace. Raquistin ofdutis.
automatically routed to nest level in
worganization. Several levels of
I are required,
lkelihood of this occurance is low. /
Boquisition Internal Sourcing Intemnal sourcing i approved by ] Ins | Valdate source documents for approval| 3500 | 100 | 3% | 50 T Failute rate i= tao high (or the sub-process LN = reer. DADME Compliances Teat
‘supersisorin sourcing and manager i
of department requsting goads
andfor services.
kv wh Site AMRT f Rolup ARRT [ ECS-Assess / ECS-Test / PCS-Assess 3, PCS-Test / Assessment Tearmn / Field Offi it Acronyrms

Page 11 of 21

Guide 4
A123 Quick Start Guide 4 - Testing.doc Version 3.1 — 4/6/06



Quick Start Guide 4 — Testing * | Suagment.
@ Required
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* E. Re-Evaluate Assessments based on Test Results

1. Return to the Assess worksheets (PCS and ECS) and re-evaluate the
summaries based on the test results.

Figure 14

AART: PCS Assess = g General Ledger Mamt
site LLNL Funs Mot
|Attester Dean Childs . FEWT

Ard Geller & Cost Mgmt
Date Updated February 22, 2006 Insurance

ke stre 5 5 i the input section
(Below row T3} to use the rsert Row aud Defete Row
fwactions.
Process s crl Cortrol Remediation Plan Evaluation Refionsle =
2 Processes Sub Processes Impact |Assess Cortrols e
cyol Type Inetficie (—— 1 comments (vh
- - v v|ma~w - ~[Feyv[ compl ¥ -

P2 A couistion Creste Requistion M WM |AUtomatic workflow approval process in place. AL | No. ALtomation is designed well and is secure [2LE Serve
Requisition automatically routed 1o next level in [omBA123
organization. Prepopuisted table of autharized
amount is checked

F2P |Acauistion [pprove Resistion Automatic workilow: approval process in place. o
Recuistion automatically routed to next levelin
organization. Several levels of appravals are
renuired, therefare the ikeiood of this acourance:

= &coisition irternal Sourcing Irterrial oUrcing 15 approved by sUpervisor in yes yes
o departinent redusting

> i\ Site ARRT / Rolup AT/ ECS-Assess Field Office - Site Acronyims Z
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2. For all passing test results change the status of the Assessments to “7-
Controls test effective”. Using professional judgment, reevaluate the
Control Design Effectiveness rating for those controls which failed

testing.
Figure 15
AART: PCS Assess 30 General Ledger Mgt g Travel
Site LLML Funcs: Momt 5 1 Feverie
[Attester Dean Childs i FEWAT g Receivable Mamt
Impl Ard Geller & Cost Mot Project Cost Mot
Date Updated February 22, 2006 Insurance Property Myt
Grants ‘Seized Property Momt
Make sure the active cell is in the input section Loans
(heiow row 13) to use the nsert Row and Defete Row Acquisition ‘ -
functions. E Invertory Momt
Peryable Mot 3
4
P i . ] Control Fremedistion Pi
"0°%%% | Processes Sub Processes Impact | dssess Cortrols 5 " i el it
Cycl gfficies F—— o r————
- hd bt > | melw b | Reg - compl
pop A couisition Create Requisition M M |&utomatic workflow spproval process in place At R Ho Automation i
Reguisition automatically routed to next level in
organization. Prepopulsted table of authorized
amourts is checked
P2P Acquisition A pprove Requisition Automstic workflow approval process in place. Aut No
Reduisition automatically routed to next level in
organization. Several levels of approvals are
required, therefore the lkelihood of this occurance
iz lowy
P2P & couisition Irternal Sourcing Irternal sourcing is spproved by SUpervisor in Man yes
sourcing and manager of department requsting
igoods andior services. _
Ho» N|\ Site AART £ Rolup AART / ECS-fssess / ECS-Test ) PCS-Assess PCS-Test / Assessment Team £/ Field Offics - Site Acronyms /.
The Area/Process Assessment fields have been previously populated in the evaluation
%} phase with the Control Design Effectiveness ratings.
The Assessment ratings will be revised for those Areas/Processes where testing has been
completed indicating whether the tested controls operated effectively or failed.
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F. Update the Rollup AART

@ REQUIREMENTS
This step must be performed by the Field Office or LPSO Assessment Team lead.

Field Offices and LPSOs have different processes for FY 2006.
Starting in FY2007 the rollup process will be the same

FIELD OFFICE ONLY

1. Starting in cell Y9 of the Site AART, copy all of the automatically populated
ratings for the accounts and process cycles. (Cells Y9 through AE51)

Figure 16
A - b
A B | C FEINNEEE |HEEEEN N
1 |AART: Rollup 30 : .
Kansas City-Rollup Kansas City
5 |Kansas City
3 |site KC Site-KE Site-KC
4 Attester]| Diennis Martinez
5 Owverall Assurance
g
7 Material Account Acct Status
T |Balance Sheet
Intragovernmental Fund Balance with
9 Treasury
1] Intragovernmental Inestment
11 Intragovernmental Regulatory Assets
Z Accounts Receivable, Met
E Muclear Materials ] n ] u o
Strateqgic Petroleumn and Morthe ast
14 Home Heating Oil Fe serve
Gen.eral Froperty, Plant and o o o
15 Equipment
B Riegulatorny Assets
17 Other non-intragovernmental assets
8 Intragovernmental debt
Intragovernmental appropriated
19 capital owned
] Accounts Payable o n [ u 1]
7 Dbt
22 Dieferred Revenue and other credits
73 Environmental Liabilities
. . A
M 4 » wfy Site 24RT % Rollup AART { ECS-Assess f ECS-Test / PCS-Assess inenaShesmimivsssoment. Tc
5 " ]
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Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the Field Office AART), find the correct
predefined Site or Field Office section and select the first cell of the
Material Accounts listing (for example, cell AF9 for KC).

Figure 17
— e o om =
AF9 - A
A E € FlolJIM[ P [s]v]Y] 7 A8AEACADAEARAGAH AIlAJAHALAMANACAR
1 |[AART: Rollup Mational Muclear Mational Muclear Lawrer
Security Security Kangas City Livermare b
2 National Nuclear Security Administration Administration-Rollup|  Administration Lab
3 |Fo MNAFC FO-MAFD FO-NAFO KC LLAL
4 Attester] E. Dennis Martinez
5] Overall Assurance
= |2 =1 o
Ole o (= = =
< oL oo (S [y AN oL
7 Material Aceount Acot Status z] Hw EW Ew ) W EW & EW HW aw 31 a} &W g Ew BW aw &W a} mw £ ‘5‘1 BW a} aw
8 [Balance Sheet
Intragovernmental Fund B alance with 0 0 0 v
g Treasury
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SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted

into the Rollup AART (see below for details).
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3. Paste Special the results as follows: Go to Edit —= Paste Special and
select the values radio button. Click OK.
Figure 18
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4. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells Y5 through AE5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
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LPSO ONLY

5. Starting in cell F9 of the Field Office AART, copy all the automatically
populated ratings for the accounts and process cycles. (Cells F9 through
V51)

Figure 19
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6. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the LPSO AART), find the correct predefined
Field Office section and select the first cell of the Material Accounts listing
(for example, cell AF9 for NNSA).

Figure 20
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@ SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).

7. Paste Special the results as follows: Go to Edit —> Paste Special and
select the values radio button. Click OK.

Figure 21
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8. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells F5 through V5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
G. Update the Implementation Plan
1. Document the results of the testing activities performed
2. Review Implementation Plan for accuracy
3. Make and track necessary changes
Major changes to the Implementation Plan will need to be reported in the Quarterly
% Report.
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REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.?
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

2 Adapted from the CFO Council Implementation Guide
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